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Abstract
Despite a growing interest in the design and engineering
of interactive secure systems, there is also a noticeable
amount of fragmentation. This has led to a lack of
awareness about what research is currently being carried
out, and misunderstandings about how different fields can
contribute to the design of usable and secure systems. By
drawing interested members of the CHI community from
design, user experience, engineering, and HCI Security,
this SIG will take the first steps towards creating a
research agenda for interactive secure system design. In
the SIG, we will summarise recent initiatives to develop a
research programme in interactive secure system design,
network members of the CHI community with an interest
in this research area, and initiate a roadmap towards
addressing identified research challenges and building an
interactive secure system design community.
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Motivation
In recent years, the field of usable security has attracted
researchers from HCI and Information Security, leading to
a better understanding of the interplay between human
factors and security mechanisms. Yet, designing systems
which are both secure in, and appropriate for, their
contexts of use continues to be no less a source of
frustration. This frustration has now grown to the extent
that usability researchers now openly question how
security and usability considerations can be incorporated
into design practices, e.g. [8, 5]. One of the traditional
barriers to carrying out design research in this area has
been a glut of practical work evaluating the shape that
security and usability design might take. However, as
security is now a prevalent concern across all levels of
society, we are beginning to see security design research
being carried out at many levels, from the board-room [7]
all the way down to local grassroots communities [6].
The human-computer interaction (HCI) community is
advanced in developing methods to actively engage with
users in the design process e.g. participatory design.
However, to date, the security community appears to have
been influenced very little by such design philosophies, as
academic research reflecting upon user-centred design
processes for security mechanisms and secure systems is
still sparse. Research that does exist is disseminated in a
variety of security, software engineering, and HCI
workshops and conferences. As a consequence, there is a
misunderstanding of the role that different fields play in
the design of secure systems. For example, a number of
security researchers and practitioners continue to espouse
the need to treat people as the weakest link, and
encourage designers to build systems that Homer Simpson
can use [4]. Unfortunately, treating users as a problem
can limit the opportunities for innovation when people are
engaged as part of a solution. Similarly, while extreme
characters can be useful for envisaging different modes of
interaction, when taken out of context they risk
disenfranchising the very people the design is meant to
support.
Recent events in North America [1] and Europe [2] have
attempted to connect researchers and practitioners across
the design, user experience, engineering, and HCI Security
communities. These have led to the identification of
several different research goals and areas for further work.
As a next step, we believe it is important to bring a
critical mass of researchers and practitioners together in
one place, and explore how these and other as yet
unidentified research areas can begin to be addressed.
One of the few venues where researchers from these
communities come together under one roof is CHI.
Goals of the SIG
The purpose of this SIG is to refocus the usable security
community towards the techniques, processes and tools of
design; these may be concerned with the design of secure
software systems, the design of particular security
mechanisms and architecture, or design practices in
broader socio-technical system. To achieve this, our SIG
has three goals. First, we want to present the latest
efforts to develop a research programme for interactive
secure system design. This is to ensure there is as little
ambiguity as possible about the current research “state of
the nation”. Second, we want to connect those people in
the larger CHI community with an interest in interactive
secure system design. Finally, we want to develop an
initial Designing Interactive Secure Systems (DISECS)
research agenda with tangible next steps for addressing
identified areas of development while, simultaneously,
growing the DISECS community.
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SIG Audience
This SIG will target CHI attendees from the user
experience, design, and engineering communities with an
interest in interactive secure systems. This SIG will allow
established researchers to quickly identify who is doing
research in what particular aspects of interactive secure
system design. This SIG will be of particular benefit to
graduate students and early career researchers interested
in joining and helping establish a new community within
HCI Security around this area. Based on anecdotal
comments from prospective attendees, we believe the SIG
will also be useful for practitioners who can provide an
informed opinion about current challenges they face and
research topics they believe need to be addressed.
Agenda
Before the SIG
We will garner interest from possible SIG attendees in
three ways. First, we have created a website for the SIG
detailing our goals and the SIG’s agenda [3]. Second, we
will use our own network of contacts, newsgroups, and
social media to attract participants to this session at CHI.
Finally, in addition to members of the CHI community
interested in security, technology design and engineering,
we will also reach out to those who seek to understand
the role of technology in society. We will also engage
those members of the security community with an interest
in usability and human factors that might not otherwise
consider attending a conference such as CHI. By framing
the language of our call to these communities, we hope to
encourage traditional non-participants who might
otherwise ignore a general call.
SIG Agenda
To meet our goals, the SIG will maximise audience
participation and networking through a mixture of plenary
presentations, networking activities, and a group affinity
diagramming exercise. The 80 minute SIG session will be
broken down into the following activities:
• Introduction to the SIG and a synopsis of recent
activities to formulate a DISECS research agenda.
As part of this summary, we present severeal areas
for development identified by these initiatives.
These include agreeing key needs and assumptions
between communities, engaging designers in
thinking about the adversarial element, and
stimulating innovation in design techniques and
tools (10 minutes).
• Random speed dating session between participants.
Each SIG attendee will write 3 points on a postcard:
(i) what their DISECS research interests are, (ii)
what relevant projects they are working on, or would
like to see carried out, and (iii) what research paper
or area they find most influential going forward.
Participants can either bring these postcards with
them, or they can write them up on the spot;
postcards will be provided by the organisers. Each
participant will also be given a post-it note deck
and, for each of their dates, participants will
complete post-it notes characterising these points
on one of the meeting room walls (20 minutes).
• Participatory design activities. Participants will form
groups and undertake a number of participatory
design activities in order to evolve a better
understanding of the identified goals and challenges.
The number of activities will vary based on the
number of participants, but we hope everyone will
participate in multiple activities and spend at least
15 minutes on each (50 minutes).
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SIG Outcomes
The outcome of the session will be documented on the
SIG website. In addition to any actions decided within the
SIG itself, we also envisage two minimum outcomes:
First, the creation of a new online SIGCHI community for
Designing Interactive Secure Systems to formalise new
and existing networks of researchers. The community’s
objectives will be agreed in the SIG, and its co-founders
will be drawn from SIG attendees who are members of the
ACM and SIGCHI. Once it has been setup, the SIG
website will become the website for this new community.
Second, the newly created DISECS SIGCHI community
will take responsibility for analysing the design outputs
from the SIG. We will synthesise insights arising from
both this and other notes and observations from the
workshop to form the basis of a DISECS research
roadmap. The community will solicit volunteers to explore
elements of this roadmap in more detail using the most
appropriate format; this may be a discussion on the
existing HCISec mailing list, workshops at related security
or usability conferences, or even a future CHI SIG.
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